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Introduction 

This pCR proposes a solution for the key issue – 5.1.3.2. Key issue #1.2: Need for security anchor in 5G NextGen network.

Proposed pCR

***
BEGIN OF FIRST CHANGE
***
5.1.4.z
Solution #1.z: A new security anchor for NextGen
5.1.4.z.1
Introduction  

This solution addresses Key Issue #1.2. 

The solution addresses the issue of being able to separate the authentication functions in the CN from the Mobility Management (MM) and Session Management (SM) functions. This ensures that it is possible to store the keys resulting from an authentication in a secure location even if MM and SM functions are placed near the edge of the network in less secure location. The solution describes a key hierarchy and how that key hierarchy could be used in possible attach, idle mode mobility and handovers.

The solution makes no assumption on the actual authentication method used to authenticate the UE or on the storage of credentials in the UE as these are subject to their own key issues in different security areas.

5.1.4.z.2
Solution details  

5.1.4.z.2.1
Architecture   
This solution describes a new security anchor and the corresponding key hierarchy in the NextGen system. The 3GPP SA WG2 defines an authentication framework in subclause 6.12.1.1 of TR 23.799 [2]. Figure 5.1.4.z.2.1-1 describes the architecture (and is a copy of Figure 6.12.1.1.1-1 of version 0.5.0 of TR 23.799 [2]).
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Figure 5.1.4.z.2.1-1: Reference architecture for Unified authentication framework for in non-roaming scenario
Editor’s Note: The location of the CP-AU when the UE is roaming is FFS.
Editor’s Note: In TR 23.799 [2], the AAA is defined as follows ‘AAA Function: The profile repository and authentication function of the Home network, that stores the subscriber profile and the subscriber long-term credentials and authentication algorithms.’ It is FFS what the split of functionlaity is between the AAA and the HSS.
The architecture includes a control plane authentication function (i.e., CP-AU) that is involved in the authentication of a UE connecting to the NextGen core network (CN) via different access networks as shown in the figure. The CP-AU is a security anchor of the NextGen CN and is decoupled from the mobility management (MM) and session management (SM) functions that are abstracted in the control plane functions (i.e., CP-CN) as shown in the figure. As a security anchor, the CP-AU maintains the security context of a UE for an authentication session and derives/provides keys for other network functions (e.g., CP-CN, AN) to enable those functions to establish a security context for the UE.

Decoupling of the security anchor functionality from the MM and SM functionalities enables the security anchor to reside in a physically secure location in the NextGen CN independent of the MM and SM location (e.g., close to AN). This functional split requires a new key hierarchy and a corresponding security and key derivation procedure.
5.1.4.z.2.2
Key Hierarchy

A key hierarchy for the NextGen system is shown in Figure 5.1.4.z.2.2-1. In general, the key hierarchy is similar to that of LTE with the following differences:

 introduction of an additional layer of key hierarchy that allows a key resulting from the authentication to be held in a secure location (in effect this is splitting the KASME into KCP-AU and KCP-CN); 

ability to generate keys (KUP-GW) for termination of the UP security at a user plane gateway that is in the core network (see Key Issue # 1.4);

The latter change is partially out of scope for this key issue and solution, but shows how the proposed security anchor and key hierarchy can be extended to help fulfil other key issue.

The description of each key in the key hierarchy is as follows.

· K: the subscriber credential that is held in the UE and AAA

· KCP-AU: anchor key for the authentication session from which subsequent keys (e.g., CN control plane keys and AN keys) are derived. 
Note: The derivation of KCP-AU is authentication method specific.

· KCP-CN: control plane key bound to a CP-CN. The CP-CN further derives NAS encryption and integrity protection keys from KCP-CN.

· KAN/NH: The key provided to the AN (play the same role as KeNB/NH in LTE). AN further derives RRC encryption and integrity protection keys and UP encryption and integrity protection keys from KAN.

Editor’s Note: whether KAN needs to be derived directly by CP-AU is FFS. Even if the CP-AU directly derives KAN and provides it to the AN, CP-AU may derive an intermediate keys (e.g., KCP-CN) in order to respect the key hierarchy. In this case, the parameter(s) used for KCP-CN derivation should be informed to the UE so that the UE derives the same key. This may be considered as a collocated CP-CN with the CP-AU.

Editor’s Note: whether a new NH derivation is necessary is FFS, i.e. whether there is a need for handovers using a vertical key derivation like in LTE.

· KUP-GW: user plane key for an UP-GW when the user plane security terminates at the UP-GW 

Editor’s Note: whether the user plane security terminates at an AN or an UP-GW is determined by the CN based on subscription information and service type and configured at the UE and the UP-GW.
The details on each key derivation (e.g., key derivation algorithm, input parameters) are FFS.
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Figure 5.1.4.z.2.2-1: Key hierarchy of the NextGen system
Editor’s Note: Implications of deriving KAN from KCN-CP is in a less secure location is FFS.
Editor’s Note: The role of the KCP-CN in deriving KNASenc/NASint and KAN/NH needs some justification.
Editor’s Note: It is FFS whether the both sets of UP security keys will be needed simulataneously.
5.1.4.z.2.3
 Possible example procedures using the security anchor

5.1.4.z.2.3.1
General

The following subclause contains some possible procedures involving the security anchor. The procedures are based on LTE procedures and are provided to show how a security anchor may be used. 

Editor’s note: The procedures are only examples and may need to be updated to keep aligned with any SA2 decisions
5.1.4. z.2.3.2
Key derivation during the attach procedure

Figure 5.1.4.z.2.3.2-1 shows the security procedure and corresponding key delivery during the UE attach procedure.
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Figure 5.1.4.z.2.3.2-1: Security procedure during the attach

1. 1. The UE sends an attach request to the network. The attach request is routed to the CP-CN based on a certain network function selection rule (e.g., CP-CN selection at AN).

2. 2. The CP-CN triggers the authentication procedure. A successful authentication information results in an authentication session root key (i.e., KCP-AU) being available at the UE and sent to the CP-AU. The exact details of the flows here depend on the authentication method being used.

3. 3. The CP-AU derives a key for the CP-CN that is managing the UE (i.e., KCP-CN) and sends the key to the CP-CN. Additionally, the CP-CN derives a key for the UP-GW selected for the UE (i.e., KUP-GW) and sends it to the UP-GW. 

Editor’s Note: A UP-GW selection procedure should be defined by SA2. Depending on the UP-GW selection procedure, KUP-GW may be delivered directly to the UP-GW or via the CP-CN.

4. 4. The CP-CN establishes a NAS security context for the UE by performing a NAS security mode command procedure with the UE. 

5. 5. The CP-CN derives a key for the AN serving the UE (KAN) and sends it to the AN.

6. 6. The AN establishes an AS security context for the UE by performing an AS security mode command procedure with the UE. 

5.1.4.z.2.3.3
Key derivation during the NG2-based handover

The figure 5.1.4.z.2.3.3-1 describes the security procedure during the NG2-based handover, i.e., handover involving CP-CN relocation. The handover procedure is described based on that of LTE (i.e., S1-based HO). The difference from the S1-based HO in LTE is that when the Target CP-CN receives a Forward Relocation Request message from the Source CP-CN, it obtains a fresh key from the CP-AU, thereby deriving the AN key for the Target AN. 
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Figure 5.1.4.z.2.3.3-1: Security procedure during NG2-based handover

1. 1. The source AN sends a Handover Required message to the source CP-CN.

2. 2. The source CP-CN sends a Forward Relocation Request to the target CP-CN. 
3. Editors’ note: It is FFS whether handovers that support a change of CP-AU will be needed.
4. 3. The target CP-CN request a key to the CP-AU. If the target CP-CN has a cached key for the UE, it removes the cached key.

5. 4. The CP-AU derives a fresh key for the target CP-CN and sends it to the target CP-CN.

6. 5. The target CP-CN derives a key for the target AN and sends it to the target AN along with the handover request message. 

7. 6. The target AN sends the handover request acknowledgement message to the target CP-CN. By having the AN key, the target AN is ready to receive a protected RRC message from the UE. In case the target AN rejects the handover request, it shall discard the key received from the target CP-CN in step 5.

8. 7. The target CP-CN sends a key acknowledgement message to the CP-AU to indicate that the key derived for the target CP-CN is in use. 

Note: this key acknowledgement may be optional. Whether the key ack is necessary may be determined based on the parameters used for key derivation.    

9. 8. The target CP-CN sends a forward relocation request to the source CP-CN.

10. 9. The source CP-CN sends a handover command to the source AN. The handover command contains the information on the target CP-CN and target AN with which the UE can derive the corresponding keys. 

11. 10. The UE derives the key for the target CP-CN and based on which, derives the key for the target AN. The UE further derives the subsequent keys (RRCenc, RRCint) to protect RRC messages and user plane traffic. The UE sends a handover confirmation message to the target AN after protecting the message using the derived keys.

5.1.4.z.2.3.4
Key derivation for the idle mode mobility

The figure 5.1.4.z.2.3.4-1 describes the security procedure during the idle mode mobility, i.e., tracking area update procedure. The tracking area update procedure is described based on that of LTE. The difference from the LTE TAU is that the TAU request is verified by the old CP-CN and acknowledged to the new CP-CN because the old CP-CN does not share the security context with the new CP-CN in the presence of CP-AU.
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Figure 5.1.4.z.2.3.4-1: Security procedure during tracking area update

1. 1. The UE sends a tracking area update (TAU) request to the network.

2. 2. The new CP-CN identifies the old CP-CN based on the UE identity (e.g., S-TMSI or GUTI) and requests TAU request message verification to the old CP-CN.

3. 3. The old CP-CN verifies the TAU request and responds to the new CP-CN. 

4. 4. The new CP-CN acknowledges the receipt of the response message to the old CP-CN.

5. 5. The new CP-CN requests a key to CP-AU. 

6. 6. The CP-AU derives a key for the new CP-CN and send the key to the CP-CN.

7. 7. The new CP-CN and the UE performs NAS security mode command (SMC) procedure and tracking area update procedure as shown in step 7 – 10.

5.1.4.z.3
Evaluation 

TBD

***
END OF FIRST CHANGES
***
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